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What is SD-WAN?

P>

For a few years now we’ve been talking about, deploying, and using
SD-WAN solutions. But for the uninitiated, there are still a few questions
around SD-WAN. Namely, what is it and why should | care?

SD-WAN stands for Software Defined Wide
Area Network. The software element in
SD-WAN is used to manage and optimise
an organisation’s WAN connections. These
connections could all be the same or
different based on each site's needs.

Why should | care?

With the increased visibility and
management options, the most basic
things that can be done with an SD-WAN
relate to securing lower cost Internet
connections via encrypted tunnels between

For example, a head-office site may have a
faster or higher capacity WAN connection
than a branch site. We can think of
SD-WAN as an overlay or fabric service that
gives much greater visibility and control
over the individual WAN circuits.

sites and applying rules to how the traffic
is managed. Applications or services such
as phone systems can be given a higher
priority on the network as well as
time-based priority rules.

SD-WAN can help provide a predictable, secure means of accessing cloud
applications and services by prioritising those cloud applications or shaping the
traffic in a particular way. The Digital Space network has links into key cloud

providers to further help provide secure, reliable, managed access to cloud services.

Security is playing a big role in

SD-WAN deployments, forming a new
converged approach to securing networks
in SASE. SASE brings together services
and principals such as ZTNA (Zero Trust
Network Access), Next Generation Firewall
technology and secure web gateways to
become the standard in ensuring networks
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and their users are secured, no matter what
the location.

These SASE Components are particularly
useful in the new way of working where
many people work from home accessing
sensitive corporate information over
consumer grade Internet connections.




Why Digital Space?

For Secure SD-WAN

Through our strategic partnerships and
deep industry knowledge, Digital Space
can provide the SD-WAN technology,
underlying Internet connections and
managed service capability to ensure the
transition from a networks current state is
done in the most successful way possible.

Fortinet has been recognised by

Gartner, as a leader in the SD-WAN market.

Digital Space is a Fortinet Engage Expert
MSSP Partner. This means we have an
extremely close relationship with Fortinet.
Fortinet’'s SD-WAN solution is not only
focussed on the basic principles of
SD-WAN, but provides a very feature-rich

>

Digital Space are one of the UK'’s leading providers of SD-WAN
solutions. We have over 20 thousand WAN deployments.

set of security services which have been
successfully deployed in multiple Digital
Space managed environments.

Digital Space operates its own core
network. This means certain traffic can
come into the Digital Space network over
an SD-WAN architecture, and traverse
the network with a high service levels and
speed to get to its destination. We hold
close working relationships in cloud hyper
scalers such as AWS and Azure, this means
network traffic can quickly and securely
reach its intended destination such as an
application hosted in the cloud.

We understand that migration to SD-WAN can be a huge undertaking, we
focus on minimising disruption by understanding the customer’s business
and operational requirements ahead of all deployments.

Through our experience, we approach SD-WAN delivery by applying the

following key principles:

e Extensive discovery with the
customer, to understand the driving
force underpinning their requirements.

* Designing a solution that is robust
and fully considers the impacts on
our customer’s operations during the
deployment phase.

* Application of Digital Space Secure
SD-WAN best practice in design,
solution and delivery.

*  We apply flexibility, managed via
controlled change, that allows for
evolving requirements.
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* Full consideration is given to the
customers elected managed service
framework, and service delivery is a key
part of our project initiation through to
transition into BAU support.

e Established project governance
facilitates the holistic view of our
extensive portfolio of customer
deployments. This drives an ethos
of continuous improvement into our
future projects.

Learn more about
Secure SD-WAN



https://www.fortinet.com/solutions/gartner-wan-edge
https://www.digitalspace.co.uk/what-we-do/connected/sd-wan/

What's driving the change?

WLR / PSTN Switch-Off:

Openreach will be switching off the UK's
Public Switched Telephone Network (PSTN)
and the Integrated Services Digital Network
(ISDN) completely in 2025, enabling every
phone line to go digital and discontinuing
the use of copper connected lines.

This has provided thousands of businesses,
who are currently operating a PSTN/ISDN
phone line, with an opportunity to move to
a more reliable and agile digital networks.
Secure SD-WAN is forming a large part

of the thinking process here and helping
customers maximise the type of Internet
connection they move to, consolidate their
estate and securely manage the network
when it’s live.

Productivity:

Deploying technology that can

prioritise applications, securely connect
businesses to their cloud services and
Saa$ applications, and utilise fall back
connectivity in the event of an outage is a
proven method for businesses to remain
productive and keep their teams happy
with the technology they use.

Service:

Managed Services really make a huge
difference in this space. At Digital Space
we are able to offer different service
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Lots of businesses are under pressure to
keep costs under control. All businesses
regularly review their cost base and ask
suppliers like Digital Space for guidance on
how costs can be managed.

Cost Control:

SD-WAN services are a good means of
helping to keep control of costs as they
mean businesses can take advantage of
lower costs circuits in their estate while
simultaneously keeping the traffic secure.
Moving to a managed service for SD-WAN
is another popular means of controlling
costs and allows IT teams to focus on high
value business priorities while Digital Space
act as a trusted partner to run the network.

levels for our customers that deliver the
best outcome for the customer. We are
regularly seen as a trusted partner to
our customers and are relied on to run their
networks for them, while they concentrate
on business-critical tasks. Service is
particularly important to ensure the agility
and flexibility of networks and access to
key systems such as cloud applications,
while remaining mindful of security and
compliance issues. Relying on a managed
service provider with the experience of
Digital Space to deliver such levels of
service is a critical factor to many of

our customers.




Conclusion

Digital Space is a leader in deploying Secure SD-WAN solutions with our

partner, Fortinet.

Our team works with our customers to
understand their business requirements,
desired outcomes and service expectations.
We are then able to recommend the

best solution that meets the needs of our
customers. We have a tried-and-tested
method for the delivery and support of
Secure SD-WAN as well as access to the
UK’s best connectivity services. Once
solutions are live, customers can choose to
manage these environments alone, have
Digital Space manage them completely

or work in a shared responsibility or
co-managed way. These different ways of
working ensure both parties have clear
roles and responsibilities to meet

business needs.

Utilising management consoles from
Fortinet allows customers to see their
estate through a single pane of glass.

This is particularly useful where solutions
includes switching, wireless access points,
and firewalls. Having ready access to this
information at branch level and linking these
platforms to the Digital Space monitoring
and management systems further simplifies
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the operation of the estate, and enables
faster issue identification and resolution.

SD-WAN should be a consideration for
your business because it helps secure
networks, improve productivity

and control costs.
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Begin your Journey to Secure SD-WAN

Audit your existing network to identify Auditing your existing network before
existing threats, pin-point vulnerabilities planning your Secure SD-WAN migration
and visualise your application usage, and reduces downtime, disruption and delays
we'll provide you with a single report. throughout adoption, laying a robust

_ foundation for your project.
This report enables our customers to

visualise their entire network estate, target Understanding your current network
security risks, optimise their Secure allows you to make informed decisions
SD-WAN as they migrate with the support and optimise the cost and efficiency of
of experts at Fortinet and Digital Space. your Secure SD-WAN solution.

This enables customers to launch a

successful secure network from day
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https://www.digitalspace.co.uk/what-we-do/connected/network-health-check/

What experts are saying

By partnering with Fortinet, Digital
Space offers Secure Network &
SD-WAN solutions that enable
customers to confidently connect
employees, remote locations, and
cloud applications on a secure
and scalable network.

By leveraging Fortinet’s industry-leading
technology, customers can be assured that
their network remains protected against
advanced threats and attacks. Additionally,
Digital Space’s market-leading managed
service offerings further reinforce the
peace-of-mind for customers that their
network is efficiently supported.

Richard Beeston, Digital Space
Chief Technology Officer

Digital Space | Secure SD-WAN Report

Digital Space’s Fortinet’s

Expert MSSP partner status

is a recognition of their specialist
expertise in delivering the full
spectrum of Fortinet’s

SD-WAN and next generation
Firewalls solutions.

Throughout our close-working partnership,
Digital Space has highlighted to us
exceptional levels of expertise and support.

Which in turn has enabled them to assist
the most complex of requirements and
deliver first class managed services.

&

Paul Anderson, Fortinet
VP UK & Ireland




digital space

Digital Space delivers
that enable organisations to transform at pace.

Focused on leading change for their customers, they provide
connected, productive and secure platforms to maximise data,
improve workflow and accelerate growth.

£ SPECIALIZATION ENG GE £ SPECIALIZATION

LAN Edge FLIATINET EXPERT PARTNER SD-WAN
and SD-Branch Integrator, MSSP, Cloud

Learn more about the
Network Health Check

Head Office Brunel Business Park, Jessop Close, Newark, Nottinghamshire NG24 2AG
Call: 0333 220 0222 hello@digitalspace.co.uk www.digitalspace.co.uk
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