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Document

Control

This document is controlled and maintained according to the documentation standards and procedures of
Digital Space. All requests for changes to the document should be sent to the document owner. Any new
issues will be sent to the recipients as defined within the distribution list maintained by the document
owner. Requests for additional copies of this document should be sent to the document owner to ensure
that alterations or amendments to the distribution list are properly controlled.

Version control

Version Description

Editor Date
25 Document is now customer-facing. Change 15/01/26
All references to internal only Management team
removed. leader
Minor change to section 4.6.1. Change 28/10/24
General target for critical patching of | Management team
network equipment reduced to 14 leader
days.
Section 4.5.2 has received a minor
update to confirm that any IBM |
patching will be subject to written
customer agreement.
Section 4.5.3 introduces specific
targets for patching of the FortiClient
EMS application.
Emphasis added throughout the
document that it is for DS internal
visibility only.
Minor change to section 4.6.1. Change 07/03/24
Management team
Critical patching of network leader
equipment may be scheduled more
quickly for specific customers if this
has been explicitly agreed in their
contract.
Revision and publication of Patch Problem, Proactive | 07/06/2023
Management policy including: and Change Team
- Addition of reference to IBM | Manager, Richard
devices Haslam
- Standardisation of format to DS
guidelines
Internal discussion document only Problem, Proactive | 01/06/2023

and Change Team
Manager
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Updated branding NOC Manager 05/08/2021

Addition of Applications. NOC Manager 13/07/2018
Separation of Device as a Service
provided devices and devices
managed via IT Helpdesk.

Update to Network Devices critical NOC Manager 10/11/2017
patching.

Addition of Meraki as vendor NOC Manager 25/10/2017
exception. Clarified deployment of
critical patches in User Devices and
Servers.

Addition of patch availability sources. | NOC Manager 20/10/2017
Clarified standard maintenance
window under Network Devices.

Clarification of N-1 patch level, NOC Manager 29/09/2017
Windows O/S support and patch
policy initiation.

First release NOC Manager 26/09/2023

Initial draft policy NOC Manager 18/09/2017

Review period

This document shall be reviewed at least annually to ensure that the document remains relevant. Any
changes will be recorded in the version history above.

1. Document purpose

This document outlines the patch management policy expected to be adhered to by all employees of
Digital Space.

2. Patch management policy summary

Patch management is the practice of deploying firmware, driver, operating system (OS), and application
updates to computer and network endpoints. Patch management is critical to keeping systems updated,
reducing attack surfaces, and ensuring employee productivity.

This policy applies where a customer does not have their own policy for Digital Space to adhere to
In practical terms, the Digital Space patch management process consists of the following activities:

- Review of security patch releases from multiple vendors against current revision levels
- Test patch compatibility where necessary

- Prioritisation of patching actions, taking into account the severity of any vulnerabilities
- Apply across all affected endpoints

www.digitalspace.co.uk Page 3




|[> digital space

Desktops, laptops, servers, applications, and network devices all represent access points to sensitive
and confidential data as well as to technology resources and services. Ensuring that security updates and
patches are distributed and implemented in a timely manner is an essential step in mitigating malware,
exploitation and other threats.

The owner of this policy is the DS Problem, Proactive and Change Team Manager.

3. Patch management policy steps

Identify Validate Prioritise Schedule Deploy

4. Policy

4.1. General

All devices should be patched to the appropriate level on commencement of the patch policy. Should
devices not be at the required patch level then a professional services engagement should be
implemented to resolve.

All system components and operating systems will be protected from known vulnerabilities by installing
applicable vendor supplied critical security patches as defined as CVSS graded “Critical patches”. Other
patches not designated as critical by the vendor shall be applied on a normal maintenance schedule,
defined below as “Non- critical patches”.

Digital Space receives patch availability notifications directly from vendors as well as through monitoring
of other external patch availability sources.

Customers have the option to elect a group of ‘Pilot’ devices. Digital Space will apply patches to pilot
devices prior to deployment to all other devices in-line with the schedules defined below.

Digital Space reserves the right to apply critical security patches to all devices, including pilot and non-
pilot devices concurrently, where the severity of the patch requires immediate deployment or where
Digital Space is under embargo from a vendor. Critical patches will be dealt with as a security incident
and Digital Space will provide relevant communication to the customer as part of this.

Digital Space will monitor the deployment of patches and if any issues are identified patching will be
suspended for all applicable devices until the issue is resolved. Where the resolution of the issue falls
outside of the current maintenance window, Digital Space will contact impacted customers to arrange an
out-of-schedule maintenance window.

4.2. Device as a service user devices

This section relates to laptops or desktops supplied under a device as a service agreement running the
Microsoft Windows operating system.

Digital Space or its appointed third-party partner, will, where possible, configure patches to make reboots
optional, allowing the user to decide when to reboot. Digital Space or its appointed third party supplier are
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not liable for any devices where the patch has been deployed but the device has not been rebooted. The
Digital Space patching policy covers Operating System, firmware and driver patches only.

- Critical patches: Management of emergency patching may be dealt with as a security incident,
as appropriate. User devices accessible from the Digital Space network shall receive critical
security patches during the next maintenance window, no later than 30 days from release by the
vendor (‘Digital Space patch day 1°), as determined by the security incident.

- Non-critical patches: Digital Space or its third party supplier, will apply non-critical patches to N-
1. User devices accessible from the Digital Space network shall be regularly maintained by
applying non- critical patches within seven (7) days of the 2nd Wednesday of each month (‘Digital
Space patch day 1’). Where a customer has elected pilot devices, all other devices will receive
the patch from Digital Space patch day 3.

4.3. Other supported user devices

This section relates to laptops or desktops supported by Digital Space and running the Microsoft
Windows operating system but not supplied under a device as a service agreement.

Digital Space or its third-party supplier, will, where possible, configure patches to make reboots optional
allowing the user to decide when to reboot. Digital Space are not liable for any devices where the patch
has been deployed but the device has not been rebooted. The Digital Space patching policy covers
Operating System patches only. Where customers consume applications from Digital Space, patching for
those will be covered as part of that service. For non-Digital Space provided / supported applications,
the customer is responsible for ensuring an appropriate patch management policy is in place.

- Critical patches: Management of critical patching may be dealt with as a security incident as
appropriate. User devices accessible from the Digital Space network shall receive critical security
patches during the next maintenance window, no later than 30 days from release by the vendor
(‘Digital Space patch day 1’) or as determined by the security incident.

- Non-critical patches: Digital Space or its third-party supplier will apply non-critical patches to N-
1. User devices accessible from the Digital Space network shall be regularly maintained by
applying non- critical patches within seven (7) days of the 2nd Wednesday of each month (‘Digital
Space patch day 1’). Where a customer has elected pilot devices, all other devices will receive
the patch from Digital Space patch day 3.

4.4. Desktop applications

This policy applies only where customers use Microsoft Office applications specifically supported by
Digital Space. For non-Digital Space provided / supported applications, the customer is responsible for
ensuring an appropriate patch management policy is in place.

Digital Space or its third-party supplier will, where possible, configure patches to make reboots optional
allowing the user to decide when to reboot. Digital Space are not liable for any devices where the patch
has been deployed but the device has not been rebooted.

- Critical patches: Management of critical patching may be dealt with as a security incident as
appropriate. Applications installed on user devices accessible from the Digital Space network
shall receive critical security patches during the next maintenance window, no later than 30 days
from release by the vendor (‘Digital Space patch day 1’) or as determined by the security
incident.
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- Non-critical patches: Digital Space or its third party supplier will apply non-critical patches to N-
1. Applications installed on user devices accessible from the Digital Space network shall be
regularly maintained by applying non-critical patches within seven (7) days of the 2nd
Wednesday of each month (‘Digital Space patch day 1’). Where a customer has elected pilot
devices, all other devices will receive the patch from Digital Space patch day 3.

4.5. Servers

4.5.1. Microsoft Windows & Linux operating systems

The Digital Space patching policy covers operating system and firmware patches only. The customer is
responsible for the patching policy for any installed software.

All Windows and Linux servers will be rebooted during the maintenance window in which the patch is
applied. Monitoring of servers will be suspended during their maintenance window. Digital Space will
monitor the deployment of patches and will immediately investigate any issues during this process.

- Maintenance window: An agreed 5 hour maintenance window or a series (of up to 10) 5 hour
maintenance windows. Digital Space’s standard maintenance window is 01:00 to 06:00 UK time
on the 3rd Sunday of every month. Customer specific maintenance windows must be requested
at the start of contract and once agreed, reminders will not be issued.

- Critical patches: Management of critical patching may be dealt with as a security incident as
appropriate. Servers accessible from the Digital Space network and covered by a Digital Space
support contract shall receive critical security patches during the next maintenance window, no
later than 30 days from release by the vendor (‘Digital Space patch day 1’) during the
maintenance window or as determined by the security incident.

- Non-critical patches: Digital Space will apply non-critical patches to N-1. Servers accessible
from the Digital Space network and covered by a Digital Space support contract shall be regularly
maintained by applying non-critical patches within fourteen (14) days of the 2nd Wednesday of
each month (‘Digital Space patch day 1’). Where a customer has elected pilot devices, all other
devices will receive the patch from Digital Space patch day 7.

4.5.2. IBM i operating systems

The Digital Space patching policy covers operating system and firmware patches only. The customer is
responsible for the patching policy for any installed software. Customers will be asked to approve any
critical patching activity in writing before being actioned.

All IBM | servers will be rebooted during the maintenance window in which the patch is applied.
Monitoring of servers will be suspended during their maintenance window. Digital Space will monitor the
deployment of patches and will immediately investigate any issues during this process.

- Maintenance window: An agreed 5 hour maintenance window or a series (of up to 10) 5 hour
maintenance windows. Digital Space’s standard maintenance window is 01:00 to 06:00 UK time
on the 3rd Sunday of every month. Customer specific maintenance windows must be requested
at the start of contract and once agreed, reminders will not be issued.

- Critical patches: Management of critical patching may be dealt with as a security incident as
appropriate. Servers accessible from the Digital Space network and covered by a Digital Space
support contract shall receive critical security patches no later than 7 days from release by the
vendor (‘Digital Space patch day 1’) as determined by the security incident.
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Non-critical patches: Management of non-critical patching may be dealt with as a security
incident as appropriate. Servers accessible from the Digital Space network and covered by a
Digital Space support contract shall receive non-critical security patches no later than 30 days
from release by the vendor (‘Digital Space patch day 1’) as determined by the security incident.

4.5.3. FortiClient Endpoint Management Server (EMS)

While the FortiClient EMS is Microsoft Windows-based application, owing to its criticality in preventing
security breaches, the patching criteria are more stringent.

No loss of service is anticipated during FortiClient EMS patching activities.

4.6.

Maintenance window: To be agreed on an individual customer basis using the Digital Space
Change Management process.

Critical patches: Management of critical patching may be dealt with as a security incident as
appropriate. FortiClient Endpoint Management Servers accessible from the Digital Space network
and covered by a Digital Space support contract shall receive critical security patches no later
than 3 working days from release by the vendor.

Non-critical patches: For FortiClient Endpoint Management Servers accessible from the Digital
Space network and covered by a Digital Space support contract, Digital Space will review
compliance of customers’ EMS installations to software revision levels recommended by the
vendor at least once per calendar month. Should updates be required, Digital Space will
schedule remedial work within one calendar month via the Change Management process.

Network Devices

4.6.1. Firewalls, routers, switches and associated equipment

Where required, network devices will be rebooted during the maintenance window in which the patch is
applied. Monitoring of network devices will be suspended during their maintenance window although
Digital Space will monitor the deployment of patches and will immediately investigate any issues during
this process.

The Digital Space patching policy covers operating system and firmware patches only.

Maintenance window: An agreed 5 hour maintenance window or during a series (of up to 10) 5
hour maintenance windows. Digital Space’s standard maintenance window is 01:00t o 06:00 UK
time on the 3rd Sunday of every month. Customer specific maintenance windows per device will
be agreed at the start of contract and once agreed, reminders will not be issued.

Critical patches: Digital Space will identify, and risk rank all applicable security patches through
a Security Incident for network devices accessible from the Digital Space network and covered by
a Digital Space support contract. Patches considered high/critical will be installed within 14 days,
unless otherwise stipulated in a customer specific agreement, except where there is a significant
operational impact. If there is a significant operational impact, impact will be reviewed and the
high/critical patch will be installed at a different timescale and at the earliest opportunity.

Non-critical patches: Network devices accessible from the Digital Space network and covered
by a Digital Space support contract shall be regularly maintained through the review of released
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patches for stability and applicability and the selected patches will be deployed during a six
monthly review window.

4.6.2. Exceptional network devices

The following devices receive patches outside of this patch management policy:

- Cisco Meraki devices: Firmware upgrades are deployed periodically directly by Cisco Meraki to
all devices in a series of batches. These periodic updates are designed to maximize the
availability of new features on the most stable firmware available, while minimizing the amount of
downtime required during the year to perform the upgrades. Periodic upgrades will be scheduled
to occur beginning at the upgrade window time specified within the Meraki portal. Digital Space
will configure this in-line with our standard Maintenance Window for Network Devices.

4.7. Customer requested patching

Where a customer requires a patch to be deployed outside of the standard patching policy above, this
should be discussed with their Service Manager and will be provided on a chargeable one-off basis.

4.8. Patch compliance reviews
A report providing details of patch deployments and results will be made available following patch

deployment.

Where Digital Space has been unable to connect to a device during the maintenance window, this will be
highlighted in the monthly report and arrangements should be made to ensure all unpatched devices are
made available and accessible from the Digital Space network.

If an issue is identified with a patch that impacts multiple customers, then all customers will be advised of
the issue and given an option to roll the patch back. The rollback will be conducted as an independent
activity with timelines agreed before work starts. Where an individual customer identifies an issue
impacting only themselves, Digital Space will offer the option to roll back the patch on a chargeable one-
off basis.

5. Distribution

This policy will be distributed to all staff responsible for support and management of the patch policy.
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